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Delivering Comprehensive Data Security Products and Solutions
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Why cloud security is important?

Quelle: https://www.evolven.com/blog/10-more-cartoons-cloud.html
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Shared Responsibility Model for the Security Architect
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Secure your Data

Quelle: https://www.bluefin.com/wp-content/uploads/2016/08/AustinPowers-encryption.jpg
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Long History of Encryption

Quelle: https://www.wikiwand.com/de/Hans-Thilo_Schmidt

Quelle: https://de.wikipedia.org/wiki/Caesar-Verschlüsselung
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Encryption today

Quelle: https://www.azquotes.com/quote/1202474
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Encryption 101

Quelle: https://medium.com/hackernoon/symmetric-and-asymmetric-
encryption-5122f9ec65b1
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The Key is key

Quelle: http://www.quickmeme.com/meme/3ui9fd
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Security Level of Cloud-Keys
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Cloud Security Alliance on Cloud Encryption Keys

•EKM-04
• [Encryption] Keys shall not 

be stored in the cloud but 
maintained by the cloud 
consumer or trusted key 
management provider.
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Microsoft, Amazon, Google – Die Schrems II Zwickmühle

Quelle: https://www.handelsblatt.com/politik/deutschland/amazon-microsoft-
google-deutsche-firmen-in-der-datenschutzfalle-behoerden-intensivieren-
ermittlungen-wegen-us-cloud-nutzung/27089768.html
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Microsoft, Amazon, Google – Die Schrems II Zwickmühle

Quelle: https://www.handelsblatt.com/politik/deutschland/amazon-microsoft-
google-deutsche-firmen-in-der-datenschutzfalle-behoerden-intensivieren-
ermittlungen-wegen-us-cloud-nutzung/27089768.html
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Wegweisender Entscheid in Frankreich

Quelle: https://www.linkedin.com/pulse/schrems-ii-zus%25C3%25A4tzliche-
ma%25C3%259Fnahmen-einer-entscheidung-
schweiger/?trackingId=lYsSJ6GuR4W6k3mcPeX%2FDQ%3D%3D
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Wegweisender Entscheid in Frankreich

Quelle: https://www.linkedin.com/pulse/schrems-ii-zus%25C3%25A4tzliche-
ma%25C3%259Fnahmen-einer-entscheidung-
schweiger/?trackingId=lYsSJ6GuR4W6k3mcPeX%2FDQ%3D%3D
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MS DKE - Ein erster Schritt aus der Schrems II Zwickmühle?!

Quelle: https://react.etvbharat.com/english/national/science-and-
technology/microsoft-365-uses-double-key-encryption-to-protect-customers-
sensitive-data/na20200724134121669
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Microsoft Azure offers three different encryption key generation and management options:

Protection Strategies for Microsoft Azure with Luna HSMs

Cloud Native 
Encryption Services

Keys created and 
managed by CSP.

Bring Your Own Key (BYOK)

Keys created and managed by 
customer. 

Keys hosted in Azure.

Microsoft Double Key Encryption 
(DKE)

Create, manage and store keys 
outside of Azure. Managed by 

Customer.

Tenant root keys 
generated by Microsoft 

HighCustomer ControlLow

Tenant root keys generated by customer Additional security using two keys: one created and 
held by Microsoft in Azure, and another created and 

held outside of Azure by the customer
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DKE Encryption Workflow
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DKE Decryption Workflow
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