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THE PROBLEM OF SIGNATURE-BASED SECURITY
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THE WAF WAY:
SIGNATURE BASED DEFENSES

Conventional Web Application Firewalls rely primarily on
signatures to identify attacks based on known
characteristics.

Signature based identification Is pattern matching and your
defenses are only as good as the library of patterns you
have at your disposal.

Highly specific patterns provide good matches with few
false positives, but are easier to evade because they are so
specific. Less specific patterns are harder to evade, but
Increase the chance of false positives.



THE JWAS WAY:.
DECEPTION BASED DEFENSES

Junos WebApp Secure is not a standard Web Application
Firewall and does not rely on signatures the way the usual
WAF does.

JWAS relies on deception to identify attackers, adding “Tar
traps” to a protected site’s page that an attack tool or live
attacker will see as a normal part of the page.

Any alteration of the tar traps results in attack identification
with almost 100% certainty, while the traps are not even
rendered on a normal browser.



SIGNATURES VERSUS DECEPTION

Conventional signature based identification and deception
techniques are complimentary technologies.
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INTRUSION DECEPTION



DETECTION BY DECEPTION

Tar Traps
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<files "recoverPassword.aspx">
AuthUserFile /usr/local/www/public html/.htpasswd
ButhIype Basic

ButhMName "Administration Only"™
require valid-user
</files>




TRACK ATTACKERS BEYOND THE IP




FINGERPRINT OF AN ATTACKER

@— Fonts
Screen Resolution ——@

@—— Browser Plugins

Timezone ———@
@—— Type of Pointing Device

Browser version ——@

@ ——— TextStyle
Language ————@

@®— IP Address

attributes used to create
the fingerprint.

availability of fingerprints

nearly zero



SMART PROFILE OF ATTACKER

Attacker global name

Attacker local name (in Spotlight)

(on machine)

Attacker
threat level

Incident history



REAL-TIME VISIBILITY

» \Web-based console = SMTP alerting
» Real-time » Reporting (Pdf, HTML)
= On-demand threat information = CLI for exporting data into SIEM tool



JUNOS SPOTLIGHT SECURE
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Detect Anywhere, Stop Everywhere
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WHITEBOARDING
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THANK YOU!

FOR MORE INFO PLEASE VISIT:



