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EMERGING THREAT PROTECTION 

MICHAEL J. COVINGTON 
PRODUCT MANAGEMENT 

JUNIPER’S ARGON SECURE & 
SECURITY INTELLIGENCE FRAMEWORK 
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DISCLAIMER 
The product roadmap and related information, such as future releases, product 
features and new product introductions, are for informational purposes only and 
are based on Juniper's current development efforts and plans.  These 
development efforts and plans are subject to change based on changes in the 
overall security market, changes in the demands of our customer base or other 
factors such as the technical feasibility, market acceptance or profitability of a 
new product or feature.  There can be no assurance that Juniper will introduce 
the future products, features or enhancements described in this presentation in a 
timely matter or at all and Juniper assumes no responsibility to introduce such 
products, features or enhancements. 
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Enterprise Edge Security Strategy and The Evolving Firewall 

Modern Malware: State of the Industry 

Juniper Argon Secure 

AGENDA 
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THE NEXT LEAP FORWARD FOR THE FIREWALL 

LAYER 3 

DYNAMIC STATIC 

LAYER 7 

Next Gen  
Firewall 

Traditional 
Firewall 

Intelligent 
Firewall 

1 

2 3 
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SECURITY INTELLIGENCE AT THE CORE 

SRX	  

Spotlight	  
Cloud	  A0acker	  

Fingerprints	  
Command	  &	  Control	  

Spotlight	  
Connector	  Custom	  Lists	  

Zero	  Day	  Indicators	  

Suspicious	  APT	  behaviors	  
Content/Context	  	  

A0acker	  
Cookies	  

GeoIP	  
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WHAT CAN YOU DO WITH A SECURITY 
INTELLIGENCE FRAMEWORK? 

Block hackers 
w/ attacker 
fingerprints 

Stop bots & 
detect 

infections w/ 
Command & 

Control 
blocking 

Custom 
intelligence- 

based  
controls 

High speed 
incident 

response 
flexibility 

Dynamically 
control GEOIP 

traffic 

…And there 
will be more 
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HOW DO YOU CONFIGURE YOUR SRX FIREWALL 
FOR INTELLIGENCE? 

Identify the source 
of the intelligence. 

Define what SRX 
does w/ the 
intelligence. 

Use automated 
settings or 
customize 
your own. 

Combine 
different profiles 
into a Security 

Intelligence 
policy. 

Add Security 
Intelligence 
policies into 

Firewall policies.  

Information 
Source Profiles Policies Rules 
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Juniper Spotlight 

External Sources 
of Intelligence 

Security Intelligence Connector 
 

•  On-Premise Intelligence Coordination 
•  Telemetry Aggregation 
•  Local Analytics 
•  Visibility 

Security Intelligence 
To Customer Premise 

Telemetry 
To Juniper Spotlight 

SECURITY INTELLIGENCE PHASE 1 

Space Fabric 

Security 
Director 

•  Visibility across threat vectors & 
use cases (C&B, DC) 

•  Separation of intelligence and 
enforcement 

•  In-line visibility, Integrated 
enforcement, Scalability 

•  Flexible framework to allow 
timely introduction of new 
technologies 

•  Generally Available Q3 2014 

WebApp Secure 
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Enterprise Edge Security Strategy and The Evolving Firewall 

Modern Malware: State of the Industry 

Juniper Argon Secure 

AGENDA 
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5% 40  80  

 anti-virus 
 anti-virus 

new viruses 
new viruses 

catch rate 
catch rate 

4w  

 coverage 
 anti-virus 

TODAY’S THREATS, YESTERDAY’S DEFENSES 
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Enterprise Edge Security Strategy and The Evolving Firewall 

Modern Malware: State of the Industry 

Juniper Argon Secure 

AGENDA 
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JUNIPER ARGON SECURE 
•  Emerging Threat Protection Solution 

•  Better security through a combination of both Content and Context 
•  Upon release, will provides full integration with: 

•  SRX 
•  Spotlight Secure Cloud Intelligence 
•  Security Intelligence Framework 

Best in class Efficacy, In-line Enforcement, Detailed Reporting 
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EMERGING THREAT PROTECTION 

Scan	  traffic	  for	  (1)	  malicious	  
content;	  (2)	  indicators	  of	  C&C	  
and	  internal	  compromise	  

SRX	  

Analyze	  objects	  
(EXEs	  &	  DOCs)	  with	  high-‐

resoluTon	  analysis	  	  

Correla+on	  

Aggregate/Correlate	  
alerts	  &	  produce	  
AcTonable	  Intelligence	  
ENFORCEMENT	  @	  SRX	  

Command	  
&	  Control	  

Drive-‐by	  
A0ack	  

Spotlight	  
Cloud	  

Feedback	  for	  
global	  threat	  
intelligence	  

Threat	  intelligence	  
proacTvely	  delivered	  
To	  Argon	  Secure	  

MulT-‐Layered	  approach	  that	  
provides	  a	  pipeline	  of	  deep	  
inspecTon	  techniques	  
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ARGON SECURE PHASE 1 DETAILS 
•  Dedicated hardware appliance for inspection (scalable) 
•  Support for different types of analysis targets 

•  Multi-platform executables and applications 
•  Malware embedded in documents (MS Office, PDF) 
•  Web pages (JavaScript, Flash, Java) 

•  Cost-effective, full network coverage 
•  No sensors to manually deploy 
•  Integration with SRX provides immediate visibility into ingress/egress traffic 
•  In-line enforcement and integration with firewall policy 

Identify and mitigate threats before data is lost 
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THANK YOU! 


